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CITRIX
CloudPlatform

powered by Apache CloudStack

http://www.citrix.co.kr/products/cloudplatform/overview.html

O Apache CloudStack API & 114
Oucloud server, EEHZ{ A{, ¢l HiglH S,
(storageE X|2|oh BE ucloud MH|AO0fM
Hl&5t= API 7 4
OHTTP Query API

O 215 key
- API key 9 Secret key 2 Q1=
- & > ucloud server > API key 0|+

(http://ucloudbiz.olleh.com 0| A 21Q1)

openstack

CLOUD SOFTWARE
Storage (Swift)

http://docs.openstack.org/developer/swift/

O OpenStack Swift APl & 4
O ucloud storage AMH|AOA X Z6l=
API 1 4

O RESTful API
O 215 key
- Access key ID 2! Secret keyZ Q915

- L& > ucloud storage > API key 2|0 &

(http://ucloudbiz.olleh.com 0| A 21Ql)



1-3 ucloudbiz Open API 7l| 2

CITRIX
CloudPlatform O Apache CloudStack API 0ff - HTTP Query API

powered by Apache CloudStack

curl
"https://api.ucloudbiz.olleh.com/server/vl/client/api?command=listVirtualMachines&state=Running&
response=xml&apiKey=miVr6X&signature=ZClu%2B03yj592LZ%2BgmA3ac%2FQThws%3D"

openstack

CLOUD SOFTWARE

Storage (Swift) O OpenStack Swift API 0f] - RESTful API

curl -X GET -i -H "X-Auth-Token:AUTH_tk5d9c285f98e64b20ale795eellfc65a9b"
"https://ssproxy.ucloudbiz.olleh.com/v1/AUTH_95eelf36-2266-4516-907c-f2c783494bca/APITEST"
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O API 28 At
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2-1 ucloudbiz server Open API

server API key &g

1. API key &3 EX}

)

4

2 3

1

ucloud biz ucloud biz AP| KEY OPEN API
B e S8y ol M-S

APl Key 73| \
2. API/Secret key Weel Pas 4 A BRE A evE AL
- 44 BE/ZAE TG E 86 ByteS| [E romerr)  [QEE—
- API key : AMEXf ofO|LC| gt arkes T o)
- Secret key : I§ A QI E Aot DAY — )

* Secret key= 2| F0f —-—7HE|7(| b 2 0| K Ko ol /

Z2H2E 22 > udoud server > APl key 0f| A ZHQl




2-1 ucloudbiz server Open API

API key & URL

HEAl
o=

ol
ol

ucloud server https://api.ucloudbiz.olleh.com/server/vl/client/api
ucloud 2 EH 2 A https://api.ucloudbiz.olleh.com/loadbalancer/vl/client/api
ucloud glHts|H https://api.ucloudbiz.olleh.com/waf/v1/client/api

ucloud NAS https://api.ucloudbiz.olleh.com/nas/v1/client/api

ucloud watch https://api.ucloudbiz.olleh.com/watch/v1/client/api

Server Key/

Server Secretkey Cloudplatform

ucloud packaging https://api.ucloudbiz.olleh.com/packaging/vl/client/api
ucloud messaging https://api.ucloudbiz.olleh.com/messaging/vl/client/api
ucloud autoscaling https://api.ucloudbiz.olleh.com/autoscaling/v1l/client/api
ucloud DB https://api.ucloudbiz.olleh.com/db/v1/client/api
ucloud CDN https://api.ucloudbiz.olleh.com/cdn/v1/client/api

Storage Access

ucloud storage KeylD/SecretKey

https://api.ucloudbiz.olleh.com/storage/vl/auth Swift



2-2 ucloudbiz server Open API

server API 14

« Apache CloudStack APl & 114
« API ©& URL : https://api.ucloudbiz.olleh.com/server/vl/client/api
« XML EE= JSON 2 2 A} dAl X|H 7t

-API S & 0] : A2 Q1 VM & SZHRunning) #Ef2| VM E|AE QX
9

https://api.ucloudbiz.olleh.com/server/vl/client/api?command=listVirtualMachines&state=
Running&response=xml&apiKey=miVroX&signature=ZC1lu%2B03yj592L7Z%2BgmA3ac%2F
QThws%3D

- API m}2to|Ef '8 o|n|

(1) https://api.ucloudbiz.olleh.com/server/vl/client/api? < API URL

(2) command-=listVirtualMachines < 9™ HEHO

(3) state=Running < HEHO ot2fo| g
(4) &response=xm| < SEF o

(5) &apiKey=miVr6eX < API Key

(6) &signature=ZC1lu%2B03yj592LZ2%2BgmA3ac%2FQThws%3D & QIS M EHA|(Secret key 2 2 4)



ucloudbiz server Open API

OAPI % 14

(1) APLURL + (2) 2 8HZHO0| + (3) BHO| m2t0|H + (4) SEZSM + (5) APLKey + (6) ASMEA

T T

https://api.ucloudbiz.olleh.com/server/vl/client/api?

(1) APTURL (E} API URL : loadbalancer, nas, waf, db, watch, autoscaling £)

- Syntax : “"command=8 2 0{0| &

o o 2
(2) 28340 (XZ0| : 'HZHO{0| =’ S CHAEAE =2 listVirtualMachines &)

(3) B™HOf meto|H - Syntax : "[&field=value]*"
(4) S = - XML, JSON S & Zog X|tct. [Optional EE]

- Syntax : &response [xml | json]”, default= xml.

- AF2 XL AH Y API Key (ucloud biz ZEHO| A 2H0I)

(5) APL Key - Syntax : "&apiKey=APIKey"
- APL 2 HAIX|Q| £3 Wt HASH= ASMEA
- Secret Key2t HMAC SHA 12102, 12|10 Oof2t0|y 2| AER2 c*.
(6) IS M EH A - MM 8 JH0|E : openapi.olleh.com > AR L|E| > XI&24 2> “[ucloud

biz] ucloud server php/java/perl sample =T Z 121" &x
Syntax : “"&signature=QlZ Al & A"
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2-4 ucloudbiz server Open API
O 571 Yoot Hl5 7] BHo

- H|=7| ®20{ : VM / DISK

ucloud API G/W

5 %
N _m M.
o3 = 2
<+ < o
K ki S
ol T ol ul e LT
g olo m! oo 2 olo
ol g0 z % 5]
ol N\ ol o g R
Rr R o
g N Iy
_A_ﬂ _A__l 0 _
.. o Mﬂ
~ N r
4o uo 7
un|

()

Re;

(V)]

Khu

10

o

<




ucloudbiz server Open API

O APl o5 G40 s ZAuf =l vty

(1) APLRHOZ HE 43
(2) APLSEHOIAN +3 Z1} 2ol

(1) APlQHOR HY 43
(2) AP SEHO|Af jobid (QIID) ket ol

(3) ‘queryAsynclobResult’ APl & 3l [ (2)SE9| jobid QIAtZE FMEH]
(4) 'queryAsynclobResult’ API & SE =29l (jobstatus)

If (jobstatus==0) : 21 Z,
If (jobstatus==1) : A&,
If (jobstatus==2) : A1j,
1.4, 2241ff [jobresult Off 21t EA[]
** jobstatusZ} 1 EE= 27} E [ 7}X| F7|&H 22 (3), (4) $=SH38}0]
HE Z0E =elstoh

O H|E7| BE0o =¥ Z1} of

<deployvirtualmachineresponse>
<jobid> 3e707c90-aa39-4cdl1-b815-98f7b00a6809 </jobid>
</deployvirtualmachineresponse>




ucloudbiz server Open API

O Error Handling
O APl Q0| HZE|HL} H2| £E5 @87} ¢

- HTTP Status Code : 401 EE= 500 S 2% (200 ok 0|2|2| Zh)

- N8 Q@EIAE <errorcode>?t @5 HIAE <errortext>2 1A=l Error §E

O server API9| @ 02| 2 E

St MSHH Error YEHE SEHOZ digtet

= [Wy iy — |

Ht s}

—_

401 AUTHENTICATION_ERROR
431 PARAM_ERROR

531 ACCOUNT_ERROR

535

RESOURCE_ALLOCATION_ERROR

O Error 2% 0f

<?xml version="1.0" encoding="IS0-8859-1"?>
<listvirtualmachinesresponse>

<errorcode>40l1</errorcode>

<errortext>unable to verify user credentials
</listvirtualmachinesresponse>

and/or request

signature</errortext>




ucloudbiz server Open API

8 server API S & A): HS7| B

changeServiceForVirtualMachine
deployVirtualMachine (A)
destroyVirtualMachine (A)

listAvailableProductTypes attachVolume (A)
listVirtualMachines createVolume (A)
Virtual Machine rebootVirtualMachine(A) Volume deleteVolume (A)
resetPasswordForVirtualMachine (A) detachVolume (A)
startVirtualMachine (A) listVolumes

stopVirtualMachine (A)
restoreVirtualMachine(A)
changeServiceForVirtualMachineVerify

createFirewallRule (A)
createPortForwardingRule (A)
Port deleteFirewallRule (A)
Forwarding deletePortForwardingRule (A)
listFirewallRules
listPortForwardingRules

associatelpAddress (A)
Address  disassociatelpAddress (A)
listPublicIpAddresses



ucloudbiz server Open API

=8 server API S &

Template

StaticNat

Etc.

createTemplate(A)
deleteTemplate(A)
listTemplates
updateTemplate
listSnapTmptSize
copyTemplate(A)

disableStaticNat (A)
enableStaticNat

listEvents
listNetworkUsages
listZones
queryAsyncJobResult

Snapshot

Account

Network

APl 58

createSnapshot (A)
deleteSnapshot (A)
listSnapshots
listSnapshotSize

listAccounts

createNetwork(A)
deleteNetwork(A)
addMultiNic
deleteMultiNic
requestForinterAz
listNetworks

(A): HS7] 3



ucloudbiz server Open API

=Q BIIMHA API 22 A):HS7 EE

API & APl £5 API &

createLoadBalancer
deleteLoadBalancer

listLoadBalancers ArEiigel
deleteCdn
updateLoadBalancer startCdn
usageloadBalancerServices stonCdn
Load Balancer addLoadBalancerWebServer CDN u clloateCdn
listLoadBalancerWebServer Er eCmd
removeloadBalancerWebServer purg
purgeCheck

createCertificate
deleteCertificate
manageCertificate

usageCdnService

addAccountForNas

addGslbService listAccountForNas
deleteGslbService updateAccountForNas
listGslbService addVolume

GSLB updateGslbService NAS deleteVolume
addGslbServer listVolume
deleteGslbServer addIgn
listGslbServer deletelgn

listlgns



2-s Cloudmonkey 27|

O Shell #0{| A ucloud biz provisioning %4

O API Library LH{%&

o CLI
API Library / SDK

N

ucloud biz
portal
API G/W
Citrix cloudplatform
ucloud
server

Citrix xenserver

Other
Services
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Cloudmonkey 2 X]

O Cloudmonkey & X|

1. M WHE

1) ucloudbiz EEM|A| API key, Secret key =19l

2)

MEE VM of 2I0l510] MK ASYEE [HRRE W

of

Al
=

e
o
L

# yum install -y git
# git clone https://github.com/fromcloud/ucloudbiz_education.git
# cd ucloudbiz_education

# ./01_install_cloudmonkey.sh




SEAH M
Cloudmonkey ZtZMH
O Cloudmonkey A M
1. g5 W8
1) cloudmonkey 9| A MM

ol

| -

kot

2) MY

= — EI'?EI

J

# cd ucloudbiz_education
# ./02_set_cloudmonkey.sh
enter your apikey :

enter your secretkey :




3-3 Cloudmonkey 24X 0|55} 7|

O Cloudmonkey A7 1}l

# more $HOME/.cloudmonkey/config

[core] [server]

profile = server username = admin

asyncblock = true apikey = <apikey>

paramcompletion = true url = https.//api.ucloudbiz.olleh.com/server/v1/client/api
history file = $HOME/.cloudmonkey/history expires = 600

cache_file = $HOME/.cloudmonkey/cache secretkey = <secretkey>

log_file = $HOME/.cloudmonkey/log

[ui]

color = true

prompt = ucloudbiz >

display = json

Log File : $HOME/.cloudmonkey/log

(1) UL MM : prompt, 27| Al (json, table ) &7
2 | CHSt blocking O & M7 , X} profile A7

|20 Hiet 23

1=
2
<

W
o
Q
o
=h
©
1=
r>-
13
AN
]
x
T



Cloudmonkey 7|2 Al2H
O Cloudmonkey 7|2 A2t

* Usage
# cloudmonkey
(server) ucloudbiz> listAccounts
(server) ucloudbiz> listVirtualMachines
(server) ucloudbiz> listVirtualMachines filter=id,displayname,templatename
(server) ucloudbiz> quit
# cloudmonkey listVirtualMachines
# cloudmonkey set profile Ib
# cloudmonkey listLoadBalancers
# cloudmonkey set profile server
# cloudmonkey
(server) ucloudbiz> set display table
(server) ucloudbiz> listVirtualMachines filter=id,displayname
(server) ucloudbiz> set display json
(server) ucloudbiz> listZones

(server) ucloudbiz> quit



Cloudmonkey & 0| &gt ZX7tEt shell script
O Cloudmonkey & 0| 2%t shell script

=& (F23) =5

# cd ucloudbiz_education
# ./03_listVolumes.sh

# more ./03_listVolumes.sh

#1/bin/bash

Cloudmonkey set profile server 1>/dev/null
cloudmonkey listVolumes

A8 715 St serviceoffering, template, diskoffering, zone 9| X3S X 3|

# cd ucloudbiz_education
# ./04_listAvailableProductTypes.sh
# more ./04_listAvailableProductTypes.sh

#1/bin/bash

cloudmonkey set profile server 1>/dev/null
cloudmonkey listAvailableProductTypes filter=productid,productstate,serviceofferingid,templateid,diskofferingid,diskofferingdesc,zo
neid,zonedesc | grep -E 'cent.*6.4.*64bit.*1x1" -7




Cloudmonkey & 0| &%t & [ L}ZF shell script

O Cloudmonkey £ 0| &%t shell script

# cd ucloudbiz_education
# ./05_integrate_api.sh
# more ./05_integrate_api.sh

#!/bin/bash
cloudmonkey set profile server 1>/dev/null

server=myeduserver

tempfile=$HOME/tmptextfile

cloudmonkey deployVirtualMachine # > VM Mo
serviceofferingid=c504e367-20d6-47c6-a82c-183b12d357f2 W
templateid=dc61305d-3520-44al-bccc-7d7bb531bdc9 W
zoneid=eceb5d65-6571-4696-875f-5a17949f3317 W
name=$server W
displayname=$server

vmid=$(grep "W'idW"" $tempfile | awk {print $2}' [ tr -d ™" | tr -d ')
pw=$(grep "W'passwordW"" $tempfile | awk {print $2}' | tr -d ™" | tr -d ')
vmip=9$(grep "W'ipaddress#"" $tempfile | awk {print $2}' | tr -d ™" | tr-d "'| tr -d '{")

cloudmonkey associatelpAddress >
zoneid=eceb5d65-6571-4696-875f-5a17949f3317 | tee $tempfile

>
=1
OH
o
%

ipid=$(grep "W'idW"" $tempfile | awk {print $2}' | tr -d ™ | tr -d ")
ipaddress=$(grep "W"ipaddressW"" $tempfile | awk {print $2}' | tr -d ™" | tr -d '] tr -d '{)

0=
0x




3-6 Cloudmonkey £ 0| 8%t & [ L7t shell script (cont)

O Cloudmonkey £ 0| &%t shell script

cloudmonkey createPortForwardingRule => Port Forwarding 80:80
ipaddressid=$ipid W
privateport=80 W
protocol=TCP W
publicport=80 #
virtualmachineid=$vmid

cloudmonkey createPortForwardingRule # = Port Forwarding 10008:22
ipaddressid=$ipid W

privateport=22 W

protocol=TCP #

publicport=10008

virtualmachineid=$vmid

echo "ssh root@$ipaddress -p 10008 for ssh access from outside”
echo "ssh root@$vmip -p 22 for ssh access from inside"




Cloudmonkey 82 £ 2Ff

O Cloudmonkey Note

_._

« CloudmonkeyE &850 scriptE MMt At 4~ QUCt
« CloudmonkeyE Zt235}0{ provisioningg a2t 4= QUL

« listAvailableProductTypes call2| &% zoneid”7} E== Lt2}0|E 7t OfL| X[ ZH BASHA| E2 ™ AF2| default zones 7[Z2 2
St product typeBt Z=3|7t =IC}.

+ Custom Template (+2] 00| X| E& B7} 0|0|X])2| Z< listAvailableProductTypes Of Af Z2| /x| e4X| gt

=X 7+ |ACt.

10

rr

deployVirtualMachine call2 $=33s}= O
=)

* CloudmonkeyE Aast= FHEZ A HEHO| |22 Ch2| ucloud biz A™EZ A8t 42 cloudmonkeyE AIESH= Al
2HUME AEE L0 M2steE St A0| #2[3Het

« T QSICHH stopVirtualMachine script / startVirtualMachine script & PH=0{ £ cronjobdf| SE3510 A7t Q282 29
&l VMO| L3t B[RS w83 & 4 ULt

|0
JK)I-

FoIStC},

—

=
2 deploydtX| Q== StiCt,

—

+ CloudmonkeyE 0|23t call 0| A 0f2{7t 45t H SHOME/.cloudmonkey/log TS 2 M
« VME destroy HEHZIE ZH2 24A|7tH0| 22 0|22 Z deploydst™ AujstEe 2 S Ut

=
(24M2H itz = LFEEIE)

S
f=3s)
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4-1 ucloud storage API

O Swift X

clients

clients

/1. requests

Proxy Server

2. lookup

Updaters

Auditors

Replicator

3. Routes
the requests

Accounts

/Containers

Objects



4-2 ucloud storage API
O Swift CLI A X]

Access Key ID 2t Secret Key = Note

user-edu-test VM Of A

# cd ucloudbiz_education
# ./06_install_swiftclient.sh
# ./07_set_swiftclient.sh

# source /tmp/storage_user

TEF > MEAT] > QIFE/AEZ|X|/CDN > ucloud storage > &H&
ZLEF > 2R E E£ > ucloud stoage > API £t2| > secret key 2 &




4-3 ucloud storage API
O Swift CLI & &

# st --help

# st stat

# dd if=/dev/zero of=./dd.out bs=1024K count=10000
# st upload conl dd.out —segment-size 5000000000 € 5GB limit
# st stat

# st stat conl

# st list

# st list conl

# rm dd.out

# st download conl dd.out

# Is —la dd.out

# st delete conl dd.out

# st delete -all

# st stat
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